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Disinformation and Media Literacy: 
What you need to know to protect 
our nation and your business



“THE SOCIAL MEDIA ADS RUSSIA WANTED AMERICANS TO SEE”

Review OIE Running Assessment

Intro to Gantt Portion of ICFT Toolbox

Activity

https://www.politico.com/story/2017/11/01/social-media-ads-russia-wanted-americans-to-see-244423


WHAT’S IN IT FOR ME?

My goal for this presentation is for you to leave having 
learned at least one actionable step that you can take to 

protect yourself and your business from information 
disorder.



INTRODUCTION

“The enemy is not really defeated until 
they believe they are defeated. Even in 
operations without an enemy or 
adversary, such as foreign humanitarian 
assistance, successful outcomes hinge 
on the perceptions, attitudes, beliefs, and 
other drivers of behaviors of the affected 
population.” 

- JP 3-04

https://pavilion.dinfos.edu/Portals/1/Documents/JP%203-04%20Information%20in%20Joint%20Operations.pdf


IMC PERSPECTIVE

“The competition is not really defeated 
until they believe they are defeated. Even 
in markets with limited competition, 
successful outcomes hinge on the 
perceptions, attitudes, beliefs, and other 
drivers of behaviors of the target 
audience.” 



TOPIC OVERVIEW

Types of Information Disorder

Media Literacy

Using IMC Principles to Combat Info Disorder

Resources



TYPES OF INFORMATION DISORDER



TYPES OF INFORMATION DISORDER



ESSENTIAL QUESTION

Does the intent really matter? 
Why or why not?



TYPES OF MIS- AND DISINFORMATION

https://firstdraftnews.org/long-form-article/understanding-information-disorder/


MEDIA LITERACY



MEDIA LITERACY

“Digital literacy is the ability to define, access, manage, integrate, 
communicate, evaluate and create information safely and 
appropriately through digital technologies and networked devices 
for participation in economic and social life. It includes 
competences that are variously referred to as computer literacy… 
information literacy, data literacy and media literacy.”

-UNESCO

Media literacy “provides a framework to access, analyze, 
evaluate, create, and participate with messages in a variety of 
forms - from print to video to the internet.” 

-Center for Media Literacy



MEDIA LITERACY

Testing information:

● Does this source have a record of truthful 
information and correcting their wrongs?

● What is its motivation, mission, and vision?
● Where does the funding come from?
● Who are its followers? How would it respond 

if their followers didn’t like this story?
● Does this story evoke an emotional response 

in me? Why?

https://adfontesmedia.com/interactive-media-bias-chart/?utm_source=HomePage_IMBC_Top_Button&utm_medium=OnWebSite_Button
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MEDIA LITERACY

Outrage sells… for now.

But credibility = our currency



EDELMAN TRUST BAROMETER

https://drive.google.com/file/d/1j318VjnOlC0K-iNt245ZAQvOPC2JW310/view?usp=sharing


EDELMAN TRUST BAROMETER



USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER



USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER

In order for the truth to prevail it has to be 
marketed well.



USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER



ISN’T MUCH DIFFERENT THAN…



USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER

Balancing verification and accuracy with a 
timely response.



RESOURCES



HOW TO PRIORITIZE

NIMMO BREAKOUT SCALE (HOW TO MEASURE SCALE OF INFLUENCE OPERATIONS)
CATEGORY 1 CATEGORY 2 CATEGORY 3 CATEGORY 4 CATEGORY 5 CATEGORY 6

One platform, no breakout One platform, breakout OR 
many platforms, no breakout

Multiple platforms, multiple 
breakouts Cross-medium breakout Celebrity amplification Policy response OR call for 

violence



FIRST DRAFT



AD FONTES INTERACTIVE MEDIA BIAS CHART



SOME IDEAS

● Leverage AI to help you → ChatGPT can help you create 
thorough boolean searches

● Invest in cybersecurity measures → NSA offers no-cost 
cybersecurity services to any company that has contracts 
with DoD or access to non-public DoD information

● Don’t shy away from emotionally charged topics, especially 
in the academic realm 

● Have a crisis communication plan that involves information 
disorder and coordinate widely

● Teach employees basic skills like reverse image searching, 
understanding URL construct, and use of bias chart



STUDENT RESOURCES

Industry

Hostile social manipulation: Present realities and emerging trends. 
U.S. unleashes military to fight fake news and disinformation.
Competing in the gray zone: Countering competition in the space 

between war and peace. 
How Facebook is combating spread of Covid-19 misinformation 
Worldwide threat assessment of the U.S. intelligence community.
China's military expands its influence in Africa. 
Afghan abandonment a lesson for Taiwan’s DPP: Global Times editorial. 
Resist: Counter-disinformation toolkit. 
Fake accounts, manufactured reality on social media. 
Issue brief: Distinguishing disinformation from propaganda, 

misinformation, and "fake news." 
Joint chiefs nominee wants to boost information warfare. 

Academia

Understanding gray zones 
Report: There are 149 fact-checking projects in 53 countries. That's a new high. 
Digital deceit: The technologies behind precision propaganda on the internet. 
The fake news machine: How propagandists abuse the internet and manipulate 
the public. 
Examining complex forms of conflict gray zone and hybrid challenges. 
Bots, #StrongerIn, and #Brexit: Computational propaganda during the UK-EU 
referendum
Lexicon of lies. 
Truth decay: An initial exploration of the diminishing role of facts and analysis in 
American public life. 
Will verification kill fact-checking? 
China's propaganda in Africa hurts U.S. interests—and the U.S. must counter it. 
Gaining competitive advantage in the gray zone: Response options for coercive 
aggression below the threshold of major war. 
Weapons of mass destruction: Foreign state-sponsored disinformation in the 
digital age. 
How to kill a disinformation narrative: Is fact-checking enough? 
Information warfare: Issues for congress. 
Information disorder: Toward an interdisciplinary framework for research and policy 
making.
Verifying content online challenge
Formative battles: Cold War disinformation campaigns and mitigation strategies.
 

Military

Information related capabilities (IRC) descriptions.
PMESII-PT research analysis framework. 
Gen. Dunford's remarks at the National Defense University graduation. 
Background to "Assessing Russian activities and intentions in US 

elections": The analytic process and cyber incident attribution. 

https://www.rand.org/content/dam/rand/pubs/research_reports/RR2700/RR2713/RAND_RR2713.pdf
https://www.latimes.com/world-nation/story/2019-09-01/us-military-fake-news-disinformation
https://www.csis.org/features/competing-gray-zone
https://www.csis.org/features/competing-gray-zone
https://www.youtube.com/watch?v=-O_WINjks_I
https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf
https://www.cnn.com/videos/world/2019/04/29/china-military-expands-global-influence-horn-africa-djibouti-damon-dnt-tsr-vpx.cnn
https://www.globaltimes.cn/page/202108/1231636.shtml
https://gcs.civilservice.gov.uk/guidance/resist-counter-disinformation-toolkit/
https://www.rappler.com/newsbreak/investigative/148347-fake-accounts-manufactured-reality-social-media
https://www.ned.org/issue-brief-distinguishing-disinformation-from-propaganda-misinformation-and-fake-news/
https://www.ned.org/issue-brief-distinguishing-disinformation-from-propaganda-misinformation-and-fake-news/
https://www.c4isrnet.com/information-warfare/2019/07/11/
https://www.youtube.com/watch?v=LyH-htfjLHU&t=2s
https://www.poynter.org/fact-checking/2018/report-there-are-149-fact-checking-projects-in-53-countries-that%c2%92s-a-new-high/
https://www.newamerica.org/pit/policy-papers/digitaldeceit/
https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-how-propagandists-abuse-the-internet.pdf
https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-how-propagandists-abuse-the-internet.pdf
https://cco.ndu.edu/Portals/96/Documents/prism/prism7_4/181204_Hoffman_PDF.pdf?ver=2018-12-04-161237-307
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/89/2016/06/COMPROP-2016-1.pdf
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/89/2016/06/COMPROP-2016-1.pdf
https://datasociety.net/pubs/oh/DataAndSociety_LexiconofLies.pdf
https://www.rand.org/pubs/research_reports/RR2314.html
https://www.rand.org/pubs/research_reports/RR2314.html
https://www.poynter.org/fact-checking/2015/will-verification-kill-fact-checking/
https://www.heritage.org/global-politics/report/chinas-propaganda-africa-hurts-us-interests-and-the-us-must-counter-it
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2900/RR2942/RAND_RR2942.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2900/RR2942/RAND_RR2942.pdf
https://www.state.gov/wp-content/uploads/2019/05/Weapons-of-Mass-Distraction-Foreign-State-Sponsored-Disinformation-in-the-Digital-Age.pdf
https://www.state.gov/wp-content/uploads/2019/05/Weapons-of-Mass-Distraction-Foreign-State-Sponsored-Disinformation-in-the-Digital-Age.pdf
https://www.youtube.com/watch?v=3Kj2WRrOdOk
https://sgp.fas.org/crs/natsec/R45142.pdf
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
https://ftp.firstdraftnews.org/articulate/2020/en/OVC/story_html5.html
https://www.wilsoncenter.org/sites/default/files/media/documents/publication/cold_war_disinformation_campaign.pdf.
https://www.wilsoncenter.org/sites/default/files/media/documents/publication/cold_war_disinformation_campaign.pdf.
https://pavilion.dinfos.edu/Article/Article/2154344/information-related-capabilities-irc-descriptions/
https://pavilion.dinfos.edu/Template/Article/2156908/pmesii-pt-research-analysis-framework/
http://www.jcs.mil/Media/Speeches/Article/797847/gen-dunfords-remarks-at-the-national-defense-university-graduation/
https://www.dni.gov/files/documents/ICA_2017_01.pdf
https://www.dni.gov/files/documents/ICA_2017_01.pdf


Capt. Mallory Martinez, 
USMC-R

mallory@useinktothink.com
620.215.4306

LinkedIn

I love discussing 
information disorder, 

military to civilian 
transition, and working 

motherhood!
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