Disinformation and Media Literacy:
What you need to know to protect
“ our nation and your business

CAPT MALLORY MARTINEZ | Defense Information School Instructor & WVU IMC Grad



y
-ﬂ" Army of Josyg
o Lo B2 L

1# Lig Page
Being Patriotic vl Like Page abig
s United United ot - @ her orpeeeta pr 25190t with g0,
o America = ﬁ LGBT . . SMes ang 185 Nagt propyery 3 MOFE 'ﬂrlm‘rplss
NtV é o e . y Ud Tnm, - € jug hoy
et 1om® S0 r cwn Borrie Hero! i1 Bernie: A.COOTING "f‘ Patricia Smith, a mother of Benghazi arrack vietim's made some statements 2 woﬁ : ta iﬂm Means, 5 W”:”G s.
. " oS if
Yeu can color you Jaring book calling F:equ Bemia Sande this Thursday broadcast On Fox Business Networkc She said there is *g O this a', f""”
w Colof ¢ > N
There IS af""":l very atiractive o0 w  SPecial place in heli” for People like Hillary “ang | hope she enjoys it there". o
u 0 5toP ¥
& ¢ 10 S -
i \at ha wanted .,ed;‘:l‘ toral®  Smith added in her interview: | want Hi lary to talk 1o me personally, and te||
0893 aid 1 y that suds s
% gthor of the book S o g is samething ¢ me why there was no
Tre A adous. The €0l

Sacurity there, when they were asked
this, because | ' Spoke 1o my son. Tha

because he ga wthe 17 ., Ses More

for it, | know
t day, he Says he wag really scareq,

Jﬂt‘”ary

j tﬂ'%:b il A 1 !

ol Like @ Comment # Share

» Share
» Share

= Commsnt

» conm ol Live @

atic House members
hased by Russia are pictured. | Facebook/Democr:
Facebook ads purc

ICANS TO SEE”
“THE SOCIAL MEDIA ADS RUSSIA WANTED AMER



https://www.politico.com/story/2017/11/01/social-media-ads-russia-wanted-americans-to-see-244423

My goal for this presentation is for you to leave having
learned at least one actionable step that you can take to
protect yourself and your business from information
disorder.

WHAT’S IN IT FOR ME?



“The enemy is not really defeated until
they believe they are defeated. Even in :
operations without an enemy or
adversary, such as foreign humanitarian i s
assistance, successful outcomes hinge
on the perceptions, attitudes, beliefs, and
other drivers of behaviors of the affected
population.”

INTRODUCTION


https://pavilion.dinfos.edu/Portals/1/Documents/JP%203-04%20Information%20in%20Joint%20Operations.pdf

“The competition is not really defeated
until they believe they are defeated. Even
in markets with limited competition,
successful outcomes hinge on the
perceptions, attitudes. beliefs, and other
drivers of behaviors of the target
audience.”

IMC PERSPECTIVE



Types of Information Disorder

Media Literacy

Using IMC Principles to Combat Info Disorder

Resources

TOPIC OVERVIEW



TYPES OF INFORMATION DISORDER



TYPES OF

FALSENESS

Misinformation

Unintentional mistakes
such as innaccurate
photo captions, dates,
statistics, translations, or
when satire is taken
seriously.

Disinformation

Fabricated or deliberately
manipulated audio/visual
content. Intentionally
created conspiracy theo-
ries or rumours.

INFORMATION DISORDER

INTENT TO HARM

Malinformation

Deliberate publication of
private information for
personal or corporate
rather than public inter-
est, such as revenge porn.
Deliberate change of
context, date or time of
genuine content,




Does the intent really matter?
Why or why not?

ESSENTIAL QUESTION



FALSE
CONNECTION

When headlines,
visuals or captions don’t
support the content

MANIPULATED
CONTENT
When genuine
information or imagery
is manipulated to

TYPES OF MIS- AND
DISINFORMATION

FALSE CONTEXT
When genuine content
is shared with false
contextual information

SATIRE OR
PARODY

No intention to cause
harm but has potential
to fool

deceive
X MISLEADING IMPOSTER
‘/‘ CONTENT @ CONTENT

(0]

Misleading use of
information to frame
an issue or individual

FABRICATED
CONTENT

Content that is 100%
false, designed to
deceive and do harm

SPONSORED
CONTENT
Advertising or PR
disguised as
editorial content

When genuine sources
are impersonated

PROPAGANDA

When content is used
to manage attitudes,
values and knowledge

ERROR

When established
news organisations
make mistakes while
reporting

STOP THE SPREAD OF MISINFORMATION.

THINK BEFORE YOU SHARE, REACT OR RESPOND, GROUNDVIEWS

TYPES OF MIS- AND DISINFORMATION



https://firstdraftnews.org/long-form-article/understanding-information-disorder/

MEDIA LITERACY



“Digital literacy is the ability to define, access, manage, integrate,
communicate, evaluate and create information safely and
appropriately through digital technologies and networked devices
for participation in economic and social life. It includes
competences that are variously referred to as computer literacy...
information literacy, data literacy and media literacy.”

-UNESCO
Media literacy “provides a framework to access, analyze,
evaluate, create, and participate with messages in a variety of
forms - from print to video to the internet.”

-Center for Media Literacy

MEDIA LITERACY



Testing information:

e Does this source have a record of truthful
information and correcting their wrongs?

e What is its motivation, mission, and vision?

Where does the funding come from?

e Who are its followers? How would it respond
if their followers didn’t like this story?

e Does this story evoke an emotional response
in me? Why?

MEDIA LITERACY



https://adfontesmedia.com/interactive-media-bias-chart/?utm_source=HomePage_IMBC_Top_Button&utm_medium=OnWebSite_Button
https://adfontesmedia.com/interactive-media-bias-chart/?utm_source=HomePage_IMBC_Top_Button&utm_medium=OnWebSite_Button
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Outrage sells... for now.

But credibility = our currency

MEDIA LITERACY



NEWS SOURCES FAIL TO FIX THEIR TRUST PROBLEM

Percent trust

Search engines  Traditional media Owned media Social media Distrust  Neutral  Trust Change, 2012 to 2022

59 57

43

Change,
2012 to 2022 { +1
Least-trusting countries us. 45 Russia 35 S.Korea 24 France 19
for each source Australia 47 Japan 39 Russia 28 Germany 20
Japan 47 S. Korea, US. 43 us. 28 Canada 21

EDELMAN TRUST BAROMETER



https://drive.google.com/file/d/1j318VjnOlC0K-iNt245ZAQvOPC2JW310/view?usp=sharing

TRUST DECLINES FOR GOVERNMENT AND MEDIA;
BUSINESS STILL ONLY TRUSTED INSTITUTION

Percent trust

® " 0 O ©®
Global 27 Distrust Neutra I Trust Change, 2021 to 2022
IN MAY 2020,
GOVERNMENT MOST TRUSTED
59
52 50 Global 11
65 62 62
I I I |
Business NGOs Government Media Government Business  NGOs Media

EDELMAN TRUST BAROMETER



USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER



In order for the truth to prevail it has to be
marketed well.

USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER



2 Display Ads
E?eltsc;r Igcli,era e Paid Search/SEM
g Remarketing Ads

E:\I/Wigags Paid/Sponsored Social
: : Video Ads
Social Shares

Free Influencers EARNED PAID Mobile Ads

LT Newspaper Ads

Word of Mouth Magazine Ads
Television/Streaming Ads
Radio/Streaming Audio Ads

_ Out of Home Ads
Website

Blog
Events OWNED The optimal mix

Email
Mail leverages them all.
Video

Social Media

USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER
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Partners in Change.

ISN'T MUCH DIFFERENT THAN...




Balancing verification and accuracy with a
timely response.

USING IMC PRINCIPLES TO COMBAT INFORMATION DISORDER



RESOURCES



NIMMO BREAKOUT SCALE (HOW TO MEASURE SCALE OF INFLUENCE OPERATIONS)

CATEGORY 1

CATEGORY 2

CATEGORY 3

CATEGORY 4

CATEGORY 5

CATEGORY 6

One platform, no breakout

One platform, breakout OR
many platforms, no breakout

Multiple platforms, multiple
breakouts

Cross-medium breakout

Celebrity amplification

Policy response OR call for
violence

HOW TO PRIORITIZE




FIRST
DRAFT

Browse our
Essential Guides
book series for
journalists reporting

on misinformation

FIRST DRAFT

ABOUT

Test your online
sleuthing skills with
our verification

challenge

THINKING V TACKLING TRAINING

Put your

geolocation skills to
the test with our
observation

challenge

Find tools, readings
and resources to
help newsrooms

with online

newsgathering

TRACKING Q

Discover a mobile-
friendly selection of
verification and

monitoring tools




Video Tutorial ¢ Our Methodology (® Upgrade Options 2 Member Access &

Use search box to find thousands of sources not displayed by default

CONTROLS
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AD FONTES INTERACTIVE MEDIA BIAS CHART




e Leverage Al to help you — ChatGPT can help you create
thorough boolean searches

e Invest in cybersecurity measures — NSA offers no-cost
cybersecurity services to any company that has contracts
with DoD or access to non-public DoD information

e Don’t shy away from emotionally charged topics, especially
in the academic realm

e Have a crisis communication plan that involves information
disorder and coordinate widely

e Teach employees basic skills like reverse image searching,
understanding URL construct, and use of bias chart



Academia Industry

Military

STUDENT RESOURCES



https://www.rand.org/content/dam/rand/pubs/research_reports/RR2700/RR2713/RAND_RR2713.pdf
https://www.latimes.com/world-nation/story/2019-09-01/us-military-fake-news-disinformation
https://www.csis.org/features/competing-gray-zone
https://www.csis.org/features/competing-gray-zone
https://www.youtube.com/watch?v=-O_WINjks_I
https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf
https://www.cnn.com/videos/world/2019/04/29/china-military-expands-global-influence-horn-africa-djibouti-damon-dnt-tsr-vpx.cnn
https://www.globaltimes.cn/page/202108/1231636.shtml
https://gcs.civilservice.gov.uk/guidance/resist-counter-disinformation-toolkit/
https://www.rappler.com/newsbreak/investigative/148347-fake-accounts-manufactured-reality-social-media
https://www.ned.org/issue-brief-distinguishing-disinformation-from-propaganda-misinformation-and-fake-news/
https://www.ned.org/issue-brief-distinguishing-disinformation-from-propaganda-misinformation-and-fake-news/
https://www.c4isrnet.com/information-warfare/2019/07/11/
https://www.youtube.com/watch?v=LyH-htfjLHU&t=2s
https://www.poynter.org/fact-checking/2018/report-there-are-149-fact-checking-projects-in-53-countries-that%c2%92s-a-new-high/
https://www.newamerica.org/pit/policy-papers/digitaldeceit/
https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-how-propagandists-abuse-the-internet.pdf
https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-how-propagandists-abuse-the-internet.pdf
https://cco.ndu.edu/Portals/96/Documents/prism/prism7_4/181204_Hoffman_PDF.pdf?ver=2018-12-04-161237-307
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/89/2016/06/COMPROP-2016-1.pdf
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/89/2016/06/COMPROP-2016-1.pdf
https://datasociety.net/pubs/oh/DataAndSociety_LexiconofLies.pdf
https://www.rand.org/pubs/research_reports/RR2314.html
https://www.rand.org/pubs/research_reports/RR2314.html
https://www.poynter.org/fact-checking/2015/will-verification-kill-fact-checking/
https://www.heritage.org/global-politics/report/chinas-propaganda-africa-hurts-us-interests-and-the-us-must-counter-it
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2900/RR2942/RAND_RR2942.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2900/RR2942/RAND_RR2942.pdf
https://www.state.gov/wp-content/uploads/2019/05/Weapons-of-Mass-Distraction-Foreign-State-Sponsored-Disinformation-in-the-Digital-Age.pdf
https://www.state.gov/wp-content/uploads/2019/05/Weapons-of-Mass-Distraction-Foreign-State-Sponsored-Disinformation-in-the-Digital-Age.pdf
https://www.youtube.com/watch?v=3Kj2WRrOdOk
https://sgp.fas.org/crs/natsec/R45142.pdf
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
https://ftp.firstdraftnews.org/articulate/2020/en/OVC/story_html5.html
https://www.wilsoncenter.org/sites/default/files/media/documents/publication/cold_war_disinformation_campaign.pdf.
https://www.wilsoncenter.org/sites/default/files/media/documents/publication/cold_war_disinformation_campaign.pdf.
https://pavilion.dinfos.edu/Article/Article/2154344/information-related-capabilities-irc-descriptions/
https://pavilion.dinfos.edu/Template/Article/2156908/pmesii-pt-research-analysis-framework/
http://www.jcs.mil/Media/Speeches/Article/797847/gen-dunfords-remarks-at-the-national-defense-university-graduation/
https://www.dni.gov/files/documents/ICA_2017_01.pdf
https://www.dni.gov/files/documents/ICA_2017_01.pdf
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Capt. Mallory Martinez,
USMC-R

mallory@useinktothink.com
620.215.4306
Linkedln

| love discussing
information disorder,
military to civilian
transition, and working
motherhood!
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